NndopmanmonHasi namMsTKa I 00y4AOIIMXCS A8 pa3MelleHUus1 Ha
opuuIHMATBbHBIX HHTEPHET-pecypcax

C KaXIpIM TOZOM MOJIOJZI)KH B MHTEPHETE CTAHOBHUTHCS OOJbINE, a IIKOJIHHUKH OJHU M3 CAMBIX
aKTHBHBIX ITOJIb30BaTesiell Pynera. Mexay TeM, IOMHMMO OIpOMHOTIO KOJIMYECTBA BO3MOXKHOCTEM,
MHTEpHET HeceT U MpolsieMbl. DTa mamsTKa JOKHA ITOMOUYb TeOe 0€301MacHO HAaXOAUTHCS B CETH.

KomnbrorepHbie BUpyChI

KoMIIBIOTEpHBI BUPYC - 3TO Pa3sHOBHIHOCTb KOMIIBIOTEPHBIX IMPOTpamMM, OTIMYUTEIBHOU
0COOEHHOCTBIO KOTOPOH SIBJIIETCS CIIOCOOHOCTH K pa3MHOKEHUIO. B 10n10JIHEHME K 3TOMY, BUPYChI
MOTYT HOBPEIUTh WM IOJHOCTBIO YHUUYTOXKUTh BCE (ailbl U JaHHbIE, MOJKOHTPOJIbHBIE
M0JIH30BATENI0, OT UMEHH KOTOPOTO ObLIA 3aIlyIIeHa 3apakeHHast IPOTrpaMMa, a TAKKE MOBPEAUTh
WIN JaXXe YHUUYTOXUTh OINEPallMOHHYIO CHCTEeMY cO BceMM (haiinamu B nenom. B GonpimimHcTBe
CJIy4aeB pacipOCTPAHSIOTCA BUPYChI YEPE3 UHTEPHET.

MerTozbl 3aIIUTEI OT BPEJOHOCHBIX IPOTpamMM:

1. Hcnonb3yli COBpEMEHHbBIE ONEPALMOHHBIE CUCTEMBI, HMEIOLIUE CEPhE3HBII
YPOBEHB 3alUTHI OT BPEAOHOCHBIX IIPOIPaMM;

2. TlocrosiHHO ycTaHaBnuBai mauTH (MQpOBBIE 3aIUIaTKH, KOTOPHIE aBTOMAaTHYECKU
YCTaHABJIMBAIOTCS C LIEIbI0 JOPA0OTKU MPOTrpaMMbl) U Apyrrue OOHOBJIEHUS CBOEH
ornepanvoHHOM cuctembl. CkayMBali WX TOJNBKO C O(HIMAIBHOTO caiTa
paspabotunka OC. Eciu cymecTByeT peXuM aBTOMAaTH4eCKOT0 OOHOBJIEHHS,
BKJIFOYH €T0;

3. Paboraii Ha cBOeM KOMIbIOTEpPE IO IpaBaMu IOJNb30BaTeNs, a He
aMMHHMCTpPATOpa. DTO HE IMO3BOJIUT OOJIBLIIMHCTBY BPEAOHOCHBIX IPOrpPaMM
MHCTAJJIMPOBAThCSl HA TBOEM IIEPCOHAIILHOM KOMIIBIOTEPE;

4. Hcnonw3yil aHTUBHPYCHBIE IPOIPAMMHBIE IPOLYKTHI U3BECTHBIX TPOU3BOAUTENIEH,

C aBTOMAaTHUYE€CKUM OOHOBJIEHHEM 0a3;

Orpannub GpU3HUECKUI TOCTYN K KOMIIBIOTEPY U1l HOCTOPOHHUX JIULL;

6. Ucnonb3yii BHEIIHUE HOCUTEIN UH(YOPMALIUHU, TaKUE Kak (iemika, JUCK Hin daiin
13 UHTEPHETA, TOJIBKO U3 IIPOBEPEHHBIX HCTOYHHUKOB;

7. He oTkpbiBaii KOMIIbIOTEPHBIE (PAilIIbl, TOJYyYEHHbIE U3 HEHA/IEKHBIX HCTOYHHUKOB.
Haxe Te ¢aiinbl, koTopble MpHCcIan TBOW 3HaKoMbli. Jlyuiie yTodyHu y Hero,
OTIIPABJISI JIU OH TeOe UX.
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Cern WI-FI
Wi-Fi - 310 He Bua nepenaun TaHHBIX, HE TEXHOJIOTHS, @ BCETO JIUITb OpeHa, Mapka. Eme B 1991
rofy HMJEpJiaHJCKass KommaHus 3apeructpupoBana Openna "WECA", urto 0003Hayano
cinoBocouetanue "Wireless Fidelity", kotopslit mepeBoauTcs Kak "O0ecpoBOIHAS TOYHOCTS".
Jlo Haiiero BpeMeHH JIo11jIa ipyras abOpeBuarypa, Koropas SBJISeTCsl TAKOH ke TeXHOJIOTHEeH. DTo
abbpeBmarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JTaHO C HAMEKOM Ha CTaHAApPT BBHICIICH 3BYKOBOM
texuuku Hi-Fi, uto B nmepeBozie o3Ha4yaeT "BbICOKasi TOUHOCTH".
Ja, OecrnyaTHBIH MHTEpPHET-IOCTYN B Kade, OTeNsX U a’3poroprax sBISETCS OTIUYHON
BO3MO)KHOCTBIO BBIXO/J]a B MHTEpHET. HO MHOTHE SKCIIepPThI CYMTAIOT, 4To obenoctynubie Wi-Fi
CETH He SBJISAIOTCSA O€30MaCHBIMH.
Cogetbl 10 0€30MacHOCTH PabOTHI B 00IIEAOCTYIHBIX ceTsx Wi-fi:
1. He nmepenaBaii cBoro nuuHyI0 HH(popMaluio yepes3 obmenocrynsasie Wi-Fi cetu.
Paborast B HUX, enareabHO HE BBOAMUTH MAPOJIM JOCTYNA, JOTUHBI U KaKHUe-TO
HOMEDa;
2. Hcnonp3yit 1 OOHOBIIAN aHTUBHUPYCHBIE MPOrpaMMbl U Opanamayep. Tem cambIM
ThI 00€30IacHIlb Ce0s OT 3aKaYKH BUPyCa Ha TBOE YCTPOMCTBO;



3. Ilpu ucnonp3oBanuu Wi-Fi otkmoun dynknuro "OO0mmit goctyn k (aitmam u
npuntepam". JlanHas (QyHKIUS 3aKpbpiTa M0 yYMOJYAaHHUIO, OJHAKO HEKOTOpbIE
MOJIb30BATENU aKTUBUPYIOT €€ i yA00CTBa UCIIOJIb30BaHUs B paboTe WiH yueoe;

4. He ucnons3yit myonuunenii WI-FI s nepenaun IMuHBIX TaHHBIX, HAPUMEpP VIS
BBIXOJIa B COI[MAJIbHBIC CETH UJIH B 3JIEKTPOHHYIO MOUTY;

5. Hcnonb3yii Toapko 3amunieHHoe coenunenue yepe3 HTTPS, a ne HTTP, Te. npu
Habope BeO-aapeca BBOAU UMEHHO "https://";

6. B moOunbHom Tenedone otkmoun (Qyskmmioo "llopkmouenne k- Wi-Fi
aBroMarnyecku'. He pomyckaili aBTOMAaTHYECKOTO IMOAKIIOYEHHS YCTpPOMCTBa K
ceram Wi-Fi 6e3 TBoero cornacusi.

CoumnajnHble ceTH
ConmanbHple CETH AaKTUBHO BXOAAT B HANly XU3Hb, MHOTHE JIIOAM PAa0OTAIOT M KUBYT Tam
IOCTOSIHHO. MHOrHMe IO0JIb30BaTeld HE IMOHMMAIOT, YTO WH(pOpMauus, pa3MelleHHas UMHU B
COLMANBHBIX CEeTSIX, MOXXET OBITh HalJleHa W HCIIOJb30BaHA KEM YTOJHO, B TOM YHCIIE HE
00s13aTeIbHO C OJITaTMMU HAMEPEHUSIMHU.
OCHOBHBIE COBETHI 10 OE30MACHOCTH B COLIMATBHBIX CETAX:
1. Orpanuub cOoucok Jpy3eil. ¥ TeOs B ApYy3bsX HE JOIKHO ObITh CIy4YalHBIX U
HE3HAKOMBIX JTIOJICH;
2. 3amuinail cBOIO 4acTHYO Ku3Hb. He ykasbiBail maponu, TenedoHsl, aapeca, 1aTy
TBOETO POXICHHUS WU APYTYI0 JTUYHYI HH(OpMANHio. 3M0yMBIIUIEHHUKHA MOTYT
UCIOJIb30BaTh Jake MHPOPMAIMIO O TOM, KaK Thl U TBOU POAUTENHN IUIAHUPYETE
POBECTH KaHUKYIIHI;
3. 3ammumail cBO permyTaluio - Jep KU ee B YMCTOTE U 33jaBail cebe BOIpoc: X0Tel
OBl THI, YTOOBI JIpyrWe TMOJB30BAaTENM BHIENH, YTO THI 3arpyxaemb? [lomymaid,
IPEeX/ie YeM UTO-TO OIyOIMKOBaTh, HAIUCATh U 3aTPYy3UTh;
4. Ecnu Tl TOBOPULIB C JIObMHU, KOTOPBIX HE 3HAEIlb, HE UCIIOJIb3YH CBOE peabHOE
UMS U JIPYTYIO JIMYHYI0 UHPOPMAILUK: UMs, MECTO >KUTEJIbCTBA, MECTO yueObl U
npouee;
5. WUzGerait pasmemienuss Qotorpapuii B HWHTepHeTe, rae Tl H300pakeH Ha
MECTHOCTH, TI0 KOTOPOH MOXKHO OTIPEAETUTH TBOE€ MECTOTIOIOKEHHE;
6. Ilpu perucrpauuu B COLHUAIBHOW CETH HEOOXOAMMO HCIOJIB30BaTh CIIOXHBIE
NapoJIx, cocTosIre U3 OyKB U HU(P U ¢ KOJTMUYECTBOM 3HAKOB HE MeHee §;
7. Jns couMarabHOM CeTH, MOYTHl U JIPYTUX CaAMTOB HEOOXOJMMO HCIOJIb30BaTh
pasubie maponu. Torma ecnu TeOs B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH MOTyYar
JIOCTYTI TOJIBKO K OTHOMY MECTY, a HE BO BCE Cpasy.

JIeKTPOHHbBbIE IeHbI' U

OJNEeKTPOHHBIE IEHBIU - 3TO OYEHb YIOOHBIH CI10CO0 MI1aTexel, OJHAKO CYIIECTBYIOT MOILICHHUKH,
KOTOPBIE XOTSAT MOJTYYHTh 3TH JICHBIH.

OJNEeKTpOHHBIE JEHbIM TOSBWIMCH COBCEM HENAaBHO M HMMEHHO M3-32 3TOT0 BO MHOTHX
roCyZapcTBax J0 CHX TOp He MPOMMCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (pyHKIIMOHHMPYIOT U O HHMX YK€ MPOIUCAHO B 3aKOHE, IJI€ MX pa3ieisiioT Ha
HECKOJIBKO BHJIOB - aHOHMMHBIE U HE aHOHWMHBIE. Pa3HHIIa B TOM, YTO aHOHHMHBIE - 3TO TE, B
KOTOPBIX pa3peliaeTcs MNpOBOAUTH OmNepanuu 0e3 UACHTHU(PHUKAIMK T[O0JIb30BaTeNs, a B
HEaHOHUMHBIX WICHTHU(QHUKAIINS TIOTH30BATENIS SIBISIETCS 00s3aTEITLHOM.

Takoke ciemyeT pa3nnyarh AEKTPOHHbBIE (PUATHBIE IEHBIU (PaBHBI FOCYIaPCTBEHHBIM BAJIOTaM) U
AIEKTPOHHBIC He(DHaTHBIE NIEHBTH (HE PaBHBI TOCYIaPCTBEHHBIM BaIIOTaM).

OcHOBHBIE COBETHI IO 6€30MacHOi paboTe C AMEKTPOHHBIMU JICHbIaMHU:



1. TlpuBsku K cueTy MOOMJIBHBIN TenedoH. ITo camblil yIOOHBIN U OBICTPBIN CIIOCOO
BOCCTAHOBHTB JIOCTYT K cueTy. [IpuBs3annblii TeaepoH MOMOXKET, eciu 3a0yaemlb
CBOH IIaTEKHBIN Napoib WX 3aiiIelIb Ha CAUT C HE3HAKOMOI'O yCTPOMCTBA;

2. Hcnonb3yit onHopazoBsie napoiu. [locne nepexosa Ha yCHIIEHHYIO aBTOPU3AIIUIO
Tebe yxxe He OyneT yrpoxkarb OMAcCHOCTh KpakKu WJIM IepexBaTa IIATeKHOTO
napoJis;

3. Bribepu cnoxHbIi napois. [IpectynmHukam OyzmeT HE MPOCTO yraaaTh CIOKHBIN
naposib. Hasexxnele napoiu - 3To napoiiu, KOTOpbIE COEPKAaT HE MEHEE 8 3HAKOB U
BKJIIOYAIOT B €05l CTPOUHBIE U IPONUCHBIE OYKBBI, IU(PPHI U HECKOJIBKO CUMBOJIOB,
TakMe Kak 3HaK Joiapa, ¢yHTa, BOCKIUIATENIbHBIM 3HaK W T.I. Hampuwmep,
$tROng!;;

4. He BBOIYU CBOM JIMYHBIC JaHHBIC HA CAWTAX, KOTOPHIM HE JIOBEPSCIIIb.

DJIEKTPOHHAA MOYTA

DNeKTpOHHAsi TOYTa - STO TEXHOJOTHUS M TPENOCTaBIsEMbIe €0 YCIYrH MO TMEpPEeChUIKE U
MOJyYEHHUIO SJIEKTPOHHBIX COOOIIEHUHN, KOTOpBIE PACHpEACNAIOTCS B KOMIIBIOTEPHOW CETH.
O06b1uHO AIEKTPOHHBIN MOYTOBBIN SIIITUK BBIIJISAIUT CIEAY UM obpa3zomM:
UMs_TIOJBb30BaTeIsI(@uUMsL_JIoMeHa. Takke KpoMe Tmepeiayd MpPOCTOr0 TEKCTa, HMEeeTcs
BO3MOYKHOCTH IT€pe/IaBaTh (ailiib.

OcHOBHBIE COBETHI 110 6€301acHO paboTe ¢ ANEKTPOHHOMN MOYTOM:

1. Hanmo BbIOpaTh IpaBWIbHBIM NOYTOBBIM cepBUC. B mMHTEpHETE €cTh OrpOMHBII
BBIOOp OECIUIATHBIX TOYTOBBIX CEPBHCOB, OJHAKO Jy4YIle IOBEPSATH TEM, KOTO
3HACIIb U KTO IIEPBBII B PEUTHHIE;

2. He yka3bIBail B TMUHOM nouTe TMuHyI0 nHpopmanuto. Hanpumep, nydie BHIOpaTh
"My3bIKasIbHBIN _(panaTt@" umu "pok2013" BmMecto "Temal3";

3. Hcnonb3yll OBYX3TalmHyK aBTOPU3AILMI0. DTO KOIZAa MOMHUMO Napojis HYKHO
BBOJUTH KOJI, MpUChUTaeMbli 110 SMS;

4. Beibepu cioxHbIM naponb. JJig KakJoro MouTOBOTO SAIIUKA JODKEH OBITH CBOM
HAJICKHBIM, YyCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecau ecTp BO3MOXKHOCTB HAIIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCTIOJIB3YH ITY
BO3MOKHOCTb;

6. Hcnonb3yli HECKOJBKO MOYTOBBIX SIIMKOB. [lepBbIi 17151 YaCTHOW MEPENUCKU C
aJpecaraMu, KOTOpPBIM Tbl JOBEpsielllb. OJTO OAJIEKTPOHHBIM aJpec HE HaJo
MCIIONIB30BaTh MPHU pErucTpaiuu Ha (opymMax U caiTax;

7. He oTkpbIBaii (halisl U APYyTHUE BIOKECHHS B MUChMaX, Ia)Ke €CIIU OHU MPHUIILIA OT
TBOUX Jpy3ei. Jlyulie yTouHU y HUX, OTIPABIISUIN JIU OHHU TeOe 9TH (aiiibl;

8. Tlocme oxoHuaHus pabOTHI HA TTOYTOBOM CEPBUCE TEPEN 3aKPHITUEM BKJIAJIKH C
caiitom He 3a0ynb HaXkaTh Ha "BeriiTu".

Ku6epOyiuHT WM BUPTYaJIbHOE U3/1€BaTe/1bCTBO
KubepOynnuHr - mnpeciefoBaHue COOOLICHUSAMH, COJIEpXKAIlUMH OCKOpOJIEHHUs, arpeccuio,
3allyTUBaHUE; XYJIMTaHCTBO; COLIMAIbHOE OOWKOTHPOBAHME C MOMOUIBIO Pa3IMYHBIX WHTEPHET-
CEPBHCOB.
OcHoBHbIE COBETHI 110 60pbOE C KHOEPOYTMHIOM:
1. He 6pocaiics B 60i. Jlyumunii cnoco0: mocoBeTOBaThCs Kak ce0st BECTHU U, €CITH HET
TOTO, K KOMY MOXHO OOpaTUThCS, TO BHayajue yCIOKOUTbCA. Eciau Thl HauHelb
OTBEYaTh OCKOPOJICHUSMH Ha OCKOPOJICHHSI, TO TOJBKO elle OOJbIle Pa30XKellb
KOH(JIHKT;
2. VYmpasmsii cBoeil kubeppernyTanuei;



3. AHOHUMHOCTH B ceTu MHUMAas. CyIEeCTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTouTt BeCcTH XylIHTraHCKUK 00pa3 BUPTyaabHOW XKU3HHU. IHTEpHET duKcupyer

BCE TBOHM JICHCTBUS M COXPAHSICT UX. YIAIUTh UX OyleT KpaiiHe 3aTpyIHUTEIHHO;

Cobmronaii CBOIO BUPTYaJbHYIO Y€CTh CMOJIONY;

6. Urnopupyit enuHu4Hbli HeratuB. OMHOPA30BBIE OCKOPOUTEIBHBIE COOOIICHUS
Jy4lie urHOpUpoBaTh. OOBIYHO arpeccus mpeKpaliaeTcs Ha Ha4yalbHOW CTa/luu;

7. bam arpeccopa. B mporpamMMax oOMEHa MTHOBEHHBIMH COOOIICHHSMH, B
COLIMANIBHBIX CETAX €CThb BO3MOXKHOCTb OJIOKMPOBKH OTIPABKU COOOIIEHUUH C
OIpE/ICIICHHBIX a/IPECOB;

8. Ecmu TeI cBuaerens kuOepOy/umnHra. TBoum AEWCTBHS: BBICTYIIUTH IPOTHUB
npecienoBarens, Moka3arb €My, YTO €ro JEWCTBUS OLIEHMBAIOTCS HEraTUBHO,
NOJIepKaTh >KEPTBY, KOTOPOH HY>KHA IICUXOJOTHYEcKash IOMOIlb, COOOIIUTH
B3pOCIBIM O (haKTe arpeCCUBHOTO IMTOBEICHUS B CETH.
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MoOuabHbIH TesaedoH
CoBpeMeHHbIE cMapTHOHBI U TUIAHIIETH COlEp)KaT B ceOe BIIOJHE B3POCIHbIA (YHKIMOHAT, U
TENepb OHU MOTYT KOHKYPUPOBATh CO CTAlIMOHAPHBIMU KOMIIbIOTEpaMu. OJIHAKO, CPEJICTB 3aLUTHI
JUIsL TIOAOOHBIX YCTPOWCTB IOKAa O4YEHb Maylo. TecTUpoBaHME M NOUCK YSA3BUMOCTEH B HHX
MIPOUCXOTUT HE TaK MHTEHCUBHO, Kak s [1K, To e camoe kacaeTrcs 1 MOOMIIbHBIX MPUIIOKESHUH.
CoBpeMeHHBIE MOOMIIBHBIE Opay3ephl yKe MPaKTUYeCKH JOTHAJIH HAaCTOJIbHBIE aHAJIOTH, OTHAKO
pacmupenue QpyHKIIMOHANA BIeYeT 32 CO00I OOJNBIIYIO CIOKHOCTh U MEHBIIIYIO 3allUIICHHOCTb.
Jlaneko He BCe NPOM3BOAMTENHM BBITYCKAIOT OOHOBJICHHUS, 3aKpBIBAIOIINE KPUTUYECCKHE
YS3BUMOCTH JJI1 CBOUX YCTPOMCTB.
OcHOBHBIE COBETHI JIs1 0€30MacCHOCTH MOOMIILHOTO TellepoHa:
1. Hwuuero He sBnseTcs mo-HacTosieMy OecriaTHbIM. Byab ocTopoeH, Beb Korna
Tebe mpeasiaratoT OecIIaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
IJIaTHBIE YCITYTH;
2. Jywmaii, mpexe ueM oTrpaBuTbh SMS, ¢poto unu Buaeo. Thl TOUHO 3HACITB, TJIE OHU
OyayT B KOHEYHOM UTOrEe?

3. Heo0xomuMo 0OHOBISITH OMIEPAIIMOHHYIO CUCTEMY TBOETO CMapT(OHa;
4. Hcnomnw3yil aHTUBUPYCHBIEC TPOTPAMMBI JIJIsI MOOMIIBHBIX TEIE(POHOB;
5. He 3arpyxail npwioXeHWs OT HEU3BECTHOIO HMCTOYHHKA, BE€Ib OHH MOTYT

COZIepKaTh BPEIOHOCHOE TPOrpaMMHOE 00ecIieueHue;

6. Ilocie Toro Kak Thl BHIACIIB C CaliTa, I7i€ BBOAWI JUUHYIO HHPOPMAIIHIO, 3ali]11 B
HacTpoWkH Opay3epa u yaanu cookies;

7. llepuoguuecku NpoOBepsid, KAaKUE IUIATHBIE YCIYyTM AKTUBHPOBAaHbI HA TBOEM
HOMEDE;

8. JlaBaii cBO¥ HOMEp MOOMIBHOTO TeJie(pOHA TOITBKO JIFOJSIM, KOTOPBIX ThI 3HACIIH U
KOMY JIOBEpSICILb;

9. Bluetooth momkeH OBITH BBIKJIFOUEH, KOT/Ia Thl UM HE TOJIb3yenibes. He 3a0biBait
WHOTIIa IPOBEPSITH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAWH-UTPHI - 3TO KPAaCOUHBIE, 3aXBATHIBAIOIINE Pa3BICUECHUS, OOBEIUHSIONINE
COTHH THICSAY YeJIOBEK M0 BceMy Mupy. Urpoku uccienyror AJaHHbIA UM MUp, OOIIAOTCS JPYT C
JPYTOM, BBIIIOJIHAIOT 3aJJaHMsl, CPAYKAIOTCSl C MOHCTPaMHU U MOJIY4aroT OMbIT. 3a yA0BOJIbCTBUE OHU
IUIATST: HOKYNAlT AUCK, OMJIa4MBalOT A0OHEMEHT UM IPUOOPETAIOT KaKUe-TO OMLIMH.



Bce atu cpencrtBa uayT Ha MoAAep)KaHUWE M Pa3BUTHE WIPHI, a TakKKe Ha camy 0e30MacHOCTb:
COBEPILEHCTBYIOTCS CHCTEMBI aBTOPH3AIIMHU, BBITYCKAIOTCS HOBBbIC MaTdd (IU(POBBIC 3arIaTKu
JUISI IPOTPAMM), 3aKPBIBAIOTCSI YSI3BUMOCTH CEPBEPOB.
B mogo0HBIX UTrpax CTOWT Omacarbcs HE CTONBKO CBOMX CONEPHUKOB, CKOJIBKO KPa)KH TBOETO
napoJsisi, Ha KOTOPOM OCHOBaHa CHUCTEMa aBTOPHU3aILMU OOJIBIIUHCTBA UTD.
OcHOBHBIE COBETHI IO 0€30MaCHOCTH TBOETO UTPOBOTO aKKayHTa:

1. Ecom npyroit urpok BeneT ce0s IJI0OXO WM CO3JaeT Tebe HEeNmpHUsITHOCTH,
3a0JI0KUpYH €ro B CIIMUCKE UTPOKOB;
[Toxxamyiicss agMUHUCTpaTOpaM UIPbl Ha IUIOXO€ IOBEACHHE 3TOrO HUIPOKA,
JKEJIATEJIbHO MPUIIOKHUTh KaKHE-TO JOKa3aTeJIbCTBA B BU/IE CKPUHOB;
He yxaspiBaii TuuHy0 HHGOPMAIIHIO B ITpodaiiie urpsl;
VYBaxkall APyruxX y4acTHUKOB I10 UTPE;
He ycranaBnuBaii HeoduiuanbHble MaT4YM U MOJIBI;
Hcrnionb3yii CII0KHBIE U Pa3HBIE TAPOJIH;
Jlaxxe BO BpeMst UTPbl HE CTOMT OTKJIIOUaTh aHTUBUpPYC. [loka Tl Urpaemib, TBOU
KOMITBIOTEP MOTYT 3apa3uTh.

D

Nonkw

@OUIIMHT WM KPA’Ka JNYHBIX JAHHBIX
OObI4HOM Kpakel ICHEr W JOKYMEHTOB CETO/HS YK€ HHUKOTO HE YIUBHIIB, HO C Pa3BUTHEM
UHTEPHET-TEXHOIOTUN  3JI0yMBIINUICHHUKN [EPEMECTHIIMCh B HMHTEPHET, U IPOAOJIKAIOT
3aHUMAThCs "TOOMMBIM" J1EI0M.
Tak nosiBUIack HOBasl yrpo3a: HHTEPHET-MOILIEHHUYECTBA WM (PUIIMHT, IIaBHAsI 1eJIb KOTOPOTo
COCTOWT B TOJyYeHHH KOH(HICHIMAIHHBIX JAHHBIX IOJIb30BaTENCH - JOTMHOB W mapoieil. Ha
aHmMiickoM si3pike phishing unrtaercs kak ¢ummHr (ot fishing - peiOnas noBns, password -
MapoJb).
OCHOBHBIE COBETHI IO OOPHOE € (PUIIUHTOM:
1. Cnenu 3a cBouM akkayHTOM. Ecim Thl mojmo3peBaelllb, YTO TBOSI aHKeTa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMpPOBaTh €€ W COOOIIUTH aJMUHHCTpaTopam
pecypca 00 3TOM Kak MOXHO CKOpee;
2. HUcnonw3yit Oe3omacHble BeO-CaifiTbl, B TOM 4YHCIE, HHTEPHET-MAara3uHoB U
TIOUCKOBBIX CHCTEM;
3. Hcnonb3yi cnoxHbIe U pa3Hble napoiu. Takum o0pa3zoM, eciiu Te0st B3JIOMAKOT, TO
3JI0yMBILIUIEHHUKH MOJIY4aT JOCTYH TOJBKO K OTHOMY TBOEMY NMPOQHIIIO B CETH, a
HE KO BCEM;
4. Ecmu Tebs B31OManM, TO HEOOXOIUMO MNPEAYNPENUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBbIE J0OaBIIEHbI Y T€0s B Ipy3bsX, O TOM, UTO T€Os B3IOMAJIN U, BO3MOXKHO, OT
TBOETO UMEHHU Oy/IeT pacChUIAThCSI CIIaM U CCHUIKHM Ha (PUIIMHTOBBIE CANTHI;
Ycranosu HagexHbIH nmaponb (PIN) Ha MoOMIbHBIH TenedoH;
OTkJTI04M COXpaHEHue napoisd B Opaysepe;
7. He oTkpbiBail ¢ailsiel U Jpyrue BIOKEHUS B MUChMaX, Ja)Xe €CJIM OHU MPUIILIH OT
TBOMX Jpy3ei. Jlyulie yTouHU y HUX, OTIPABIISUIN I OHU TeOe 3TU (aiibl.

SN

Hudposas penyranus

[MudpoBas pemyTanust - 3TO HEraTUBHas WJIM TO3UTHBHas WHpopManuss B ceTH o Tebe.
Komnpomerupyromas nHpopmanus, pasMelieHHas B MHTEPHETE, MOXKET CEpbe3HbIM 00pa3om
OTpa3uThCs Ha TBOEW peanbHON xu3HU. "Lludposas pernyranus" - 3To TBOH UMUK, KOTOPBIN
dopmupyetcst u3 nHpopmanuu o Tede B UHTEPHETE.

TBoe MecTO KHUTENbCTBA, y4eObl, TBOE (PUHAHCOBOE TOJIOKEHHE, OCOOCHHOCTH XapakTepa W
pacckasbl 0 ONM3KUX - BCE ATO HAKAIUIUBACTCS B CETH.



MHorue mnOApPOCTKH JIETKOMBICIEHHO OTHOCSTCS K MyOJIMKAlMM JUYHOW HHPOpMalMU B
WNurepHere, He MOHMMAasi BO3MOXKHBIX MTOCIEACTBHUM. Thl 1a’ke HE CMOXKEIIb A0TafaTbCsi O TOM, YTO
dororpadus, pazMelieHHas 5 JieT Ha3al, cTajga IPUYMHON OTKa3a MPUHSATH TeOs Ha padoTy.
KomMmeHnTapuun, pa3menieHue TBoux (ororpaduii u Apyrue NeHCTBUS MOTYT HE MCYE3HYTh JaKe
MOCJIE TOT0, KaK Thl UX yAaluIlb. Thl HE 3HACIIb, KTO COXPAHWJI 3Ty HH(OpMAaILIKIO, TIoTaja I OHa
B TIOMCKOBBIC CHCTEMBI U COXPAaHUJIACh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O TeOe OKpYKaroIue
JIIONIM, KOTOpbIe HAMAyT ¥ yBUAAT 3T0. HaiiTu nH(opMalinio MHOTO JIET CIYCTS CMOXKET JIF000H -
KaK 13 TOOPBIX MOOYKIACHHIA, TaK U C HAMEPEHHEM IPUYUHUTH BPEl. DTO MOXKET OBITH KTO YTOHO.
OcHOBHBIE COBETHI 110 3alIUTe HU(POBON peryTaIiu:
1. Tlomymaii, mpex/e 4eM 4To-TO MyOIHMKOBaTh U MepeaaBarh y cedst B OJore wiu B
COLIMAJILHOM CeTu;
2. B HacTpoiikax npo¢uis yCTaHOBU OTPAHHUYEHUSI HA TPOCMOTP TBOETO POt U
€ro COAECPKUMOTO, CAeNail ero ToJIbKo "mis apyseit';
3. He pasmemaii um He yka3piBail WH(POPMALHUIO, KOTOpask MOXET KOro-JInOo
OCKOpOJIATh WJIK OOMIKATb.

ABTOpCKOE IPaBO

CoBpeMeHHbIE HIKOJIBHUKH - aKTUBHBIE [10JIb30BaTeNN H(poBOro npoctpancTsa. OHAKO JaJIeKo
HE BCE 3HAIOT, 4YTO TIOJIb30BAaHHE MHOTMMH BO3MOXHOCTAMH LH(POBOTO Mupa Tpedyer
coOMIIO/IeHHs TIpaB Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTD.

TepMuH "WHTEIUIEKTyaldbHast COOCTBEHHOCTh' OTHOCHTCS K  pa3jMYHBIM  TBOPECHUSM
4eJI0BEYECKOr0 yMa, HaYnHasi ¢ HOBBIX M300pETEHHI 1 3HaKOB, 0003HaYarOIUX COOCTBEHHOCTh Ha
IPOIYKTHI U YCIYTH, U 3aKaHYUBasi KHUTaMH, (oTorpadusiMi, KHHOPHIbMAMUA U MY3bIKaJIbHBIMU
HPOU3BEICHUSIMH.

ABTOpCKHE IIpaBa - 3TO MpaBa Ha MHTEIEKTYyaJbHYI0 COOCTBEHHOCTh Ha NMPOU3BEACHUS HAyKH,
JUTEPATypbl M MCKycCTBa. ABTOPCKHME IIpaBa BBICTYNAIOT B Kaue€CTBE TIapaHTUU TOTO, YTO
MHTEJJIEKTYaIbHBIA/TBOPUECKUN TPy[ aBTOpa He OyAeT HallpacHbIM, JAacT €My CIpaBeJIMBbIE
BO3MO)KHOCTH 3apa0o0TaTh Ha pe3ysbTaTaXx CBOETO TPYyAad, NOJIYYUTh U3BECTHOCTh U NMPU3HAHHE.
Hukro 0e3 pa3perienust aBTopa He MOXKET BOCIIPOU3BOJIUTH €TI0 MPOU3BEACHUE, PACTIPOCTPAHSTH,
nyOMMYHO JIEMOHCTPHUPOBaTh, MPOJABaTh, HMIIOPTHPOBATh, IYCKaTb B NPOKaT, MyOIWYHO
UCIIOJIHSAThH, T0Ka3bIBaTh/UCIIONHATh B 3Qupe UK pazmemiars B IHTepHeTe.

Hcnonb3oBanue "MUparckoro” mporpaMMHOro o0ecredeHusi MOKET MPUBECTH K MHOTMM PUCKaM:
OT MOTEPU JTaHHBIX K TBOMM aKKayHTaM 10 OJOKHMPOBKH TBOETO YCTPOMCTBA, IJI€ YCTAHOBJIEHA
HelerajgbHas mporpamMa. He crout Takxke 3a0bIBaTh, UTO CYIIECTBYIOT JIETaJIbHbIE M OeCIIaTHbIE
IPOrpaMMbl, KOTOPbIE MOKHO HallTH B CETH.



